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IE-3500 Rugged Series Switches.

IE-3500-8T3S

8x 1GE ports
3x 1GE SFP ports

IE-3500-8P3S
8x POE/PoE+
3x 1GE SFP ports
360W PoE Budget

IE-3505-8T3S

8x 1GE ports
3x 1GE SFP ports
HSR/PRP/DLR

IE-3505-8P3S

8x POE/PoE+
3x 1GE SFP ports

HSR/PRP/DLR
480W PoE budget

10G/4PPoE

IE-3500-8T3X

8x 1GE ports
3x 10G SFP ports

IE-3500-8U3X

8x POE/PoE+/4PPoE (90W)
3x 10G SFP ports
480W PoE budget

well connected

IEM-3500-6T2S IEM-3500-8T IEM-3500-8P IEM-3500-8S
6x 1GE ports 8x 1GE ports 8x PoE/PoE+ 8x 1GE SFP
2x 1GE SFP ports

IEM-3500-14T2S IEM-3500-16T IEM-3500-16P #|IEM-3500-4MU
14x 1GE ports 16x 1GE ports 16x PoE/PoE+ 4x 2.5G
2x 1GE SFP ports POE/PoE+/
4PPoE (90W)

madison

Technalogies

#4MU Module does not support HSR/PRP/DLR




|IE-3500H Heavy Duty Series Switches.

IE-3500H-14P2T

2x 1GE ports
14x 1GE PoE ports
240W PoE Budget

[E-3500H-12P2MU2X

2x 10G SFP
2x 2.5G PoE/PoE+/4PPoE (60W)
12x GE PoE/PoE+
240W PoE Budget

well connected

IE-3500H-12FTAT

12x FE D Code ports
4x 1GE X Code ports

a3

|| “\\‘ .. .’ .’

5 80 00

I[E-3500H-20FTAT

20x FE D Code ports
4x 1GE X Code ports

46 55 85

Full GE

IE-3500H-8T IE-3500H-16T
8x 1GE port 16x 1GE ports
M12 X-Code M12 X-Code

P T
o RN

188 80 88
| 45 89 88
\ ” '. ..

........

IE-3500H-24T IE-3505H-16T
24x 1GE ports 16x 1GE X-Code ports
M12 X-Code HSR/PRP/DLR

madison
Technologies



Cisco IE-3500 Rugged Series Overview. a
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IE-3500H IE-3505H
12FT4T | 20FTAT 12P2MU2X 16T
12x GE
14x GE
8x GE 12x FE 20x FE M12 X-code
PoE/PoE+ M12
Bx1cE, Bx GE Bx1GE, POE/POE+/ 8x 1GE, 8x GE 8x GE 16x GE 24x GE M12 D-code M12 D-code X-code S mGie UPoE 16x GE
Ports 3x 1GE PoE/PoE+, 3x 10GE 4PPoE (90W) 3x 1GE SFP PoE/PoE+, M12 X-code M12 X-code M12 X-code 4x GE 4x FE . M12 X§Code M12 X-code
SFP 3x 1GE SFP SFP 3x 1GE SFP X
10GE SFP M12 X-code M12 X-code
IN10GES M12 X-code 2x10G SFP+
IP Rating IP30 IP30 IP30 P30 1P30 P30 IP67 IP67 IP67 IP67 IP67 IP67 IP67 IP67
;:‘éi:ifypm v v v J J v v v v v v v v v
Downloadable N4
ACLs v v v v N4 NG v v v v v v v
MR /PTP/ v v v v v v v v v v v v v v
L2 NAT N4 N4 4 N4 N4 N4 v v v v v v v v
SDA EN/PEN/FE v v v v v N4 v v v v v v v v
Secure
Equipment v v v v N4 N4 v v v v v v v v
Access
PoE V4 V4 N4 v v v v
4PPoE 90W ‘/
POE Budget 360W 480W 4380W 240W 240W
HSR/PRP/DLR v v \/

well connected




Cisco |IE Software Features Overview.
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Category

Downlink
Speeds

Uplink Speeds
PoE

NetFlow
Layer 3

Adv. Industrial
Protocols

TSN Frame
Preemption

Cyber Vision
TrustSec
SDA

Edge Compute

GPS

well connected

DIN Rail

FE

GE

PoE / PoE+

DIN Rail

GE

GE

POE / PoE+

EN

DIN Rail

GE

GE

PoE / PoE+

EN

Modular DIN
Rail

GE

GE
PoE / PoE+
v

v

EN

Modular DIN

Rail

GE

10GE
PoE+/4PPoE
v

v

EN

Modular DIN Rail,
Wall Mount

GE

GE
PoE / PoE+
v

v

EN, PEN

Modular DIN Rail,

Wall Mount

GE /2.5GE

GE, 10GE
PoE+/4PPoE
v

v

v

\/**

v

v

EN, PEN, FE

v

Rackmount

GE

GE
PoE+/4PPoE
v

v

EN

** roadmap

Stackable
Rackmount

GE /2.5GE

10GE
PoE+/4PPoE
v
v

v

v
EN, PEN, FE

v
v

(CaX only)

madison
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Cisco IE Redundancy & Industrial Protocols.

weseesee

MSTP, RSTP v

L2NAT

REP
Fast REP

MRP v

NP RN RN

v
v
v
v
v
v

N N
N N N N

Fast MRP

NN RSN
&

PRP Redbox v SEE

«

DLR v

HSR v v v v

HSR-PRP (Dual
RedBox)

PTP Default Profile v v v Vv v N v v

PTP Power Profile
2011

PTP Power Profile

2017 v v v

PTP GMC-BC source NTP to PTP NTP to PTP NTP to PTP NTP to PTP NTP to PTP NTP to PTP NTP to PTP NTP to PTP

* L2NAT on IE3105 only
**]E9320 combo ports Only

madison

Technalogies
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Cisco |E Security Features.
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Layer 2 Port Security v v v v v
802.1x Security Features v v v v v v v v v
TrustSec SXP v v v v v v v v
Downloadable ACLs v v v v v v v v
IEEE 802.1AE MACsec 128-bit 256-bit 256-bit 256-bit 256-bit 128-bit 256-bit
Full Flexible NetFlow v v v v v v
TrustSec SGT/SGACL v v v v
Cyber Vision v v v v v
SDA Extended Node v v v v v v v v
SDA Policy Extended Node v v v
SDA Fabric Edge v* v*
L3NAT v v
ERSPAN v v

well connected *17.18




Cisco IE-3500 Hardware Specifications.

Product ID IE-3500-8T3S
Removable Storage

DRAM

Alarms

Console Port

Power Inputs

Dimensions 3.48 x6.00x5.29in
(HxW x D) 8.84x15.24x 13.44cm
Weight 3.90 Ibs. (1.77 kg)
Mounting

Operating

Temperature

well connected

IE-3500-8P3S IE3505-8T3S IE3505-8P3S IE3500-8T3X IE3500-8U3X
USB**, SD card*
8GB
2 alarms in, 1 alarm out
1 RS-232 (via RJ-45), 1 USB Type C

Dual DC power input

3.48x6.00x5.29in 3.48x6.00x5.29in 3.98x6.00x5.29in 3.98x6.00x5.29in 4.38x6.00x5.29in
8.84x15.24x13.44cm 8.84x15.24x13.44cm 10.11x15.24x 13.44 cm 10.11x 15.24x13.44cm 11.13x15.24x13.44cm

3.90Ibs. (1.77 kg) 3.95 Ibs. (1.79 kg) 4.35 Ibs. (1.97 kg) 4.701b.s (2.13 kg) 5.05 Ibs. (2.29 kg)

DIN rail

-40°C to +70°C (40 LFM vented enclosure)
-40°C to +60°C (sealed enclosure)
-40°C to +75°C (Min. 200 LFM fan or blower-equipped enclosure)
+85°C (type tested for 16 hours)
Altitude: up to 15,000 feet, no derating

-
-
-
.
.
-
-
-

* The USB and SD card are optional and are not shipped by default with the switch.

** USB 2.0 to load system images and set configurations

Technalogies



Cisco IE-3500H Hardware Specifications.

Product ID IE-3500H-8T |IE-3500H-16T IE-3500H-24T IE-3500H-12FT4T |IE-3500H-20FT4T |IE-3500H-14P2T |IE-3500H-12P2MU2X IE-3505H-16T
Removable Storage SD Card* (up to 16GB)

DRAM 8GB

Alarms?3 1 alarm output relay, 1 alarm input

Console Port 1x M12 A-coded 5-pin connector

Power Inputs Mini-change, (single power source)

Dimensions 9.58 x7.90 x 3.16 in. 9.58 x 10.90 x 3.16 in. 9.58 x13.90 x 3.16 in. 9.58 x 10.90 x 3.16 in. 9.58 x13.90 x 3.16 in. 9.58 x 10.90 x 3.16 in. 10.46 x 10.90 x 3.36 in 9.58 x10.90 x 3.16 in.
(HxW x D) 24.33 x20.07 x 8.03 cm 24.33 x 27.69 x 8.03 cm 24.33x35.31x8.03cm 24.33 x27.69x8.03cm 24.33x35.31x8.03cm 24.33x7.69x8.03cm 26.57 x27.69 x 8.53 cm 24.33 x 27.69 x 8.03 cm
Weight 8.45 b (3.83 kg) 11.25 Ib (5.10 kg) 13.90 Ib (6.30 kg) 11.25 Ib (5.10 kg) 13.90 Ib (6.30 kg) 11.251b (5.10 kg) 11.40Ib (5.17 kg) 11.25 Ib (5.10 kg)
Mounting Wall

40°C to +75°C (-40F to 167F) with 200 LFM airflow
-40°C to +70°C (-40F to 158F) with 40 LFM airflow
-40°C to + 60°C (-40F to 140F) with 0 LFM airflow
Operating Temperature -40°C to +85°C (-40F to 185F) (type tested to +85°C for 16 hours)
IEC 60068-2-1
IEC 60068-2-2
Altitude: Up to 40,000 feet or 12.19 kilometers

Cisco IE-3500H Power Specifications.

Product ID |IE-3500H-8T |IE-3500H-16T |IE-3500H-24T |E-3500H-12FT4T IE-3500H-20FT4T |IE-3500H-14P2T |IE-3500H-12P2MU2X IE-3505H-16T @ @’ @ @

Input Voltage Range 12-48VDC 12-48VDC 12-48VDC 12-48VDC 12-48VDC 12-54VDC 12-54VDC 12-48VDC
Input current @ (9.6V / 60V) 3.1A 3.4A 3.5A 3.4A 3.5A 5.8A 6A 3.7A { '
Power Consumption @ (9.6V / 60V) 38W 41w 42w 41w 42W 45W 45W 45w

) * The SD card is optional and is not shipped by default with the switch.
well connected 2 Using an M12 A-coded 5-pin connector.
3 Relay max. rating: 30Vdc,1A,/ 60Vdc, 0.5A.

madison
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Cisco IE-3500 Power Specifications.

Product ID IE-3500-8T3S IE-3500-8P3S IE3505-8T3S 1E3505-8P3S IE3500-8T3X 1E3500-8U3X
12V to 54V
Input Voltage 12V to 48V nominal 12V to 54V nominal 12V to 48V nominal 12V to 54V nominal 12V to 48V nominal nominal
Range 9.6V to 60V absolute 9.6V to 60V absolute 9.6V to 60V absolute 9.6V to 60V absolute 9.6V to 60V absolute 9.6V to 60V
absolute
Max current 7A 11A 7A 11A 7A 11.5A
(normal operation)
Power 20W 32w 41w 42w 37W 40w
Consumption

Power Supply IP30 Options Wattage il nomlrr::glzput operating PoE/PoE+ supportl

AC 100 240V/ 1.25A 50-60Hz
PWR-IESOW-AC >ow or DC 125-250V/1.25A No
PWR-IE50W-AC-IEC 50W AC 90-264V No
PWR-IE50W-AC-L= 50w AC 100-240V/1.0A 50-60Hz No

_ AC 100-240V/1.4A 50-60Hz or
PWR-IE65W-PC-AC= 65W DC 125-250V/1.0A Yes
PWR-IE65W-PC-DC= 65W DC 24-48VDC/4.5A Yes

_ AC 100-240V/2.3A 50-60Hz

PWR-IE170W-PC-AC= 170W or DC 125-250V/2.1A Yes
PWR-IE170W-PC-DC= 170w DC 12-54VDC/23A Yes
PWR-IE240W-PCAC-L= * 240W AC 100-240V/2.5A 50-60Hz Yes
PWR-IE480W-PCAC-L=* 480W AC 100-240V/5.0A 50-60Hz Yes

well connected * Conformal-coated PSUs. Technalogies



Cisco IE-3500/H Scalability.

Feature IE3500/H IE3505/H

VLANSs Supported 1024 1024
4096 VLAN ID's Yes Yes
Number of STP Instances 128 128
MAC Addresses 24K 24K
64 Bit Counter on Gig Ports Yes Yes
IGMP snooping groups 1024 1024
IPv4 Routes 7K* 7K*
IPv6 indirect Routes 4K 4K
IPv6 direct routes 1.5K 1.5K
Maximum EtherChannel Groups 6 6
Number of Egress Queues 8 8
Number of Ingress Policers per Port 64 64
Number of indirect Unicast Routes 7000 7000

Jumbo frame size (MTU)

9198/2000 bytes**

9198/2000 bytes**

well connected

. ) (] O s ()
‘1' CIsco ».31 Bm
IEIS00H 4« (1.8f 15wt

* Shared pool of resources between IPv4 and IPv6. Each IPv6 route takes 2 entries

**2000 when ERSPAN/DLR/PRP/HSR/SGT features enabled

|||||




Cisco |IE-3500 Compliance Specifications™.

Electromagnetic Emissions (Class A)

Electromagnetic immunity

Industry Standards

Humidity, Shock/Vibration, Corrosion

FCC 47 CFR Part 15 subpart B Class A
EN 55032/CISPR 32 Class A

VCCI Class A

AS/NZS CISPR 32 Class A

CISPR 11 Class A

ICES 003 Class A

CNS 15936 Class A

KS C9832 Class A

EN 300 386

CISPR 35

EN55035

KS C9835

EN 61000-4-2 Electro Static Discharge (air — 15kV,
contact — 8kV)

EN 61000-4-3 Radiated RF (10V/m UTP, 20V/m STP)
EN 61000-4-4 Electromagnetic Fast Transients (4kV)
EN 61000-4-5 Surge (2KV/1KV Power, 4KV STP)

EN 61000-4-6 Conducted RF (10Vrms UTP)

EN 61000-4-8 Power Frequency Magnetic Field
(1000A/m)

EN 61000-4-10 Damped Oscillatory Magnetic Field
(100 A/m)

EN 61000-4-16 Conducted CM Disturbances (30V,
Cont/ 300V, 1 sec)

EN 61000-4-17 Ripple Immunity DC Power (10%)
EN 61000-4-18 Damped Oscillatory Wave (2.5kV,
1MHz)

EN-61000-4-29 DC Voltage Dips and Interruptions

EN 61000-6-2 Industrial Immunity

EN 61000-6-4 Industrial Emissions

EN 61000-6-1 Light Industrial Immunity

EN 61326-1 Measurement, Control and Laboratory
Equipment

IEEE 1613 Electric Power Stations Communications
Networking (In-progress)

EN/IEC 61850 - 3 Electric Substations
Communications Networking (In-Progress)

ODVA Industrial EtherNet/IP

IP30

Humidity

Relative humidity of 5% to 95% non-condensing
IEC 60068-2-78

IEC 60068-2-30

Shock and Vibration

IEC 60068-2-27 (operational shock, 50G, 3ms, half
sine)

IEC 60068-2-27 (non-operational shock, 65-80G,
9ms, trapezoidal)

IEC 60068-2-6 (vibration-sinusoidal, 5Hz-150Hz)

Corrosion
IEC 60068-2-52 (salt fog) (In-Progress)
IEC 60068-2-60 (flowing mixed gas) (In-Progress)

Safety standards and certifications

Operating environment

Storage environment

Environment, Warranty

Information Technology Equipment:
UL/CSA 62368-1, IEC 62368-1 CB with all country
deviations
Industrial floor (control equipment):
UL/CSA 61010-2-201
Hazardous Locations:
UL121201(Class I, Div 2, groups A-D)
CSA 213 (Class I, Div 2, groups A-D)
UL/CSA 60079-0 (Class |, Zone 2, Gc/IIC)
IEC 60079-0, -7IECEX test report (Class |, Zone 2,
Gc/IIC)
EN 60079-0, -7, ATEX certificate (Class |, Zone 2,
Gc/1IC) cabinet enclosure required
well connected

Operating temperature:

-40°Cto +70°C (40 LFM vented enclosure)
-40°C to +60°C (sealed enclosure)

-40°C to +75°C (Min. 200 LFM fan or blower-
equipped enclosure)

+85°C (type tested for 16 hours)

Altitude: up to 15,000 feet, no derating

Temperature: - 40°C to +85°C
Altitude: 40,000 feet
IEC 60068-2-14

Environment
RoHS, WEEE, REACH compliant

Warranty

Five-year limited hardware warranty on all IE3500
product IDs and all Industrial Ethernet (IE) power
supplies. See more information under the Warranty
section

madison




Cisco IE-3500H Compliance Specifications*.

Emissions ITE safety standards/certifications, ICE and Industry Standards, Industrial Automation, - . . .
. ipe L. . Humidity, Shock/Vibration, Corrosion
(Class A) manufacturing safety standards/certifications Automotive
FCC 47 CFR Part 15 subpart B ITE safety standards/certifications Industry Standards Humidity
ICES-003 UL/cUL Listing to UL/CSA 60950-1 EN 61000-6-1 Immunity standards for light industrial IEC 60068 -2-3
EN 55011 UL/cUL Listing to UL/CSA 62368-1 ENV IEC 60068-2-30
EN 55032/ CISPR 32 CB to IEC 62368-1 with all country national deviations EN 61000-6-2 Immunity standards for industrial ENV Relative humidity: 5% to 95% noncondensing
AS/NZS CISPR 32 EN 61000-6-4- Emission standard industrial ENV
CNS15936 ICE and manufacturing safety standards/ EN 61326-1 Industrial control Shock and Vibration
Immunity: certifications ODVA Industrial Ethernet/IP IEC 60068-2-6 Vibration: IEC 60068-2-6,
EN55035/CISPR 24 UL/cUL Listing to UL/CSA 61010-2-201 IEC60255-21-1 (Vibration) Class 1 Vibration Test
AS/NZS CISPR 24 Industrial Automation IEC 60068-2-27 (Shock)
KS C 9832 IEC 62443-4-1 IEC 60068-2-31 (Shock)
IEC 62443-4-2 IEC 60068-2-32 (Shock)
IEC 60255-21-2 (Shock)
Automotive IEC 60068-2-64 (Vibration)
UN ECE R10 IEC 60255-21-3 (Seismic)
E-Mark certification
Corrosion
IEC 60068-2-52 Salt mist
IEC 60068-2-60 Flowing mixed gas corrosion

Storage temperature, Environment Operating temperature, environment, reliability Railway
Storage temperature -40°C to +75°C (-40F to 167F) with 200 LFM airflow EN50155:2021 (clauses 13.4.1-6, 13.4.9, 13.4.10, 13.4.13)2
-40°C to +85°C (-40F to 185F) -40°C to +70°C (-40F to 158F) with 40 LFM airflow EN50121-3-2:2016+A1:2019
IEC 60068-2-14 -40°C to + 60°C (-40F to 140F) with O LFM airflow EN50121-4:2016+A1:2019
Altitude: Up to 40,000 feet ( 12.19 km) -40°C to +85°C (-40F to 185F) (type tested to +85°C for 16 hours) EN61373:20102

IEC 60068-2-1 EN50124-1:20172

Environment IEC 60068-2-2 AREMA C&S Manual Section 11, 19
RoHS, WEEE, REACH compliant Altitude: Up to 40,000 feet or 12.19 kilometers EN50153:2020 Clause 8.32

EN45545-23

well connected

madison

*Please refer to product datasheet for complete list of compliance specifications and their current certification status Technologies




Cisco IE-3500/H

PoE Specifications.

IE-3500-8P3S IE-3505-8P3S IE3500-8U3X IEM-3500-4MU IEM-3500-8P IEM-3500-16P IE3500H-14P2T IE3500H-12P2MU2X
Max PoE budget 360W 480W 480W NA NA NA 240W 240W
Default PoE Budget 125W 125W 125W NA NA NA 125W 125W
PoE Ports 8 8 8 4 8 16 14 14
Max PoE per port(W) 30 30 90 90 30 30 30 60
Max PoE ports per system 24 24 24 NA NA NA 14 14
Spec support 802.3at 802.3at 802.3bt typed 802.3bt typed 802.3at 802.3at 802.3at 802.3bt type 3
On base system

well connected

madison
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Cisco IE Din Rail PoE Comparison.

IE-3100-4P2S/ IE-3100-8P2C IE3200- IE-3300- IE-3300- IE-3400- IEM-3300- IE-3500- IE-3505- IE3500- IEM-3500-
IE-3100-3P1U2S IE-3100-6P2U2C 8P2S 8P2S 8u2X 8P2S a4mMmuU 8P3S 8P3S 8U3X 4mMU

Max PoE 9.6V - 18V =31W 9.6V - 18V =31W 240W 360W 480W 480W NA 360W 480W 480W NA
budget 18V - 44V = 90W 18V - 44V = 90W

44V - 52.5V = 120W 44V - 52.5V = 120W

52.5V - 60V = 120W 52.5V - 60V = 240W
Default PoE 9.6V - 18V =0W 9.6V - 18V =0W 125W 125w 125W 125W NA 125W 125W 125w NA
Budget 18V - 44V = 31W 18V - 44V = 31W

44V - 60V = 120W 44V - 60V = 125W

PoE Ports 4 8 8 8 8 8 4 8 8 8 4
Max PoE per 30 x 8p/30w x 3p + 30w x 8p/30w x 6p + 30 30 60 30 90 30 30 90 90
port(W) 90w x 1p 90w x 2p
Max PoE 4 8 8 24 24 24 NA 24 24 24 NA
ports per
system
Spec support 802.3at/802.3bt 802.3at/802.3bt 802.3at 802.3at 802.3bt 802.3at 802.3bt 802.3at 802.3at 802.3bt 802.3bt
On base typed** typed** type3* typed** typed** typed**
system

well connected

* —4 Pair PoE type3
** — 4 Pair PoE type4

madison
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IE-3500 expansion module to base system support matrix.

Expansion Module PID IE-3500-8T3S IE-3500-8P2S IE-3505-8T3S IE-3505-8P2S
IEM-3500-8T Yes Yes Yes Yes
IEM-3500-8P No Yes No Yes
IEM-3500-8S Yes Yes Yes Yes
IEM-3500-6T2S Yes Yes Yes Yes
IEM-3500-6T2S IEM-3500-8T IEM-3500-8P IEM-3500-8S
6x 1GE ports 8 1GE ports 8x POE/POE+ 8 1GE SFP IEM-3500-16T Yes Yes Yes Yes
2x 1GE SFP ports
IEM-3500-14T2S Yes Yes Yes Yes
IEM-3500-16P No Yes No Yes
IEM-3500-4MU No Yes No Yes

Expansion module compatibility matrix

IEM-3500-14T2S IEM-3500-16T [EM-3500-16P #IEM-3500-4MU . Trustsec is supported at both the base system and expansion module
. I0Ox Applications can send/receive Ethernet from expansion module interfaces
14x 1GE ports 16x 1GE ports 16x PoE/PoE+ 4x2.5G . HSR/PRP/DLR are not supported at IEM-3500-4MU
2x 1GE SFP ports POE/PoE+/

4PPOE (90W) . PTP is not supported at IEM-3500-4MU

madison

Technalogies

well connected * PoE module only supported on PoE Capable base systems



IE-3500 Expansion module compatibility matrix.

Expansion 10X Applications HSR PRP TrustSec /

PTP

Module PID (base plinks) (base uplinks) SDA Micro segmentation
IEM-3500-8T Yes Yes Yes Yes Yes
IEM-3500-8P Yes Yes Yes Yes Yes
[EM-3500-8S Yes Yes Yes Yes Yes
IEM-3500-6T2S Yes Yes Yes Yes Yes
IEM-3500-16T Yes Yes Yes Yes Yes
IEM-3500-14T2S Yes Yes Yes Yes Yes
IEM-3500-16P Yes Yes Yes Yes Yes

IE Switching Cisco Catalyst Center supported matrix.

Extended Node support Yes Yes Yes Yes Yes
Policy Extended Node Yes Yes
Fabric Edge *Yes

well connected




IE-3500/H Key Supported Features per License.

/ Layer 2 Switching IEEE 802.1Q, 802.1w,802.1ab,802.1s, 802.3ad standard, NTP, UDLD, CDP, Quality of Service Ingress policing, rate limit, egress queuing/shaping, auto QoS
LLDP, unicast MAC filter, PAgP, LACP VTPv2, VTPv3, EtherChannel, Q-in-Q
tunneling, voice VLAN, PVST+, MSTP, RSTP, Selective Q-in-Q, Layer 2
Tunneling IPv6 IPv6 host support, SNMP over IPv6, HTTP/HTTP(s) over IPv6, SNMP over
IPv6, Syslog over IPv6, DHCPv6
Multicast IGMPv1, v2, v3 snooping, IGMP filtering, IGMP querier relay source, DHCPv6 bulk lease query (RFC 5460), IPv6 stateless Auto
Config, SCP/SSH, Radius,
Management WebUI, MIB, SmartPort, SNMP, syslog, DHCP server, SPAN session, RSPAN, TACACS+, NTP over IPv6, IPv6 VRF aware BGPv6, IPV6 ND cache expire, IPv6

" FSPAN, FRSPAN, Express setup, NETCONF, RESTCONF support for TFTP, IPv6 DNS

© transport, IPv6 QoS, IPv6 FHS RA Guard, IPv6 FHS DHCPv6 Guard

"'E:‘ Security Port security, 802.1x, Dynamic Host Configuration Protocol (DHCP)

O snooping, dynamic ARP inspection, IP source guard, guest VLAN, MAC ) ) ) )

A authentication bypass, 802.1x multidomain authentication, storm control - Layer 3 routing Inter-VLAN routing, Static routing

Ll _< unicast, multicast, broadcast, SCP, SSH, SNMPv3, TACACS+, RADIUS

Aé server/client, MAC address notification, BPDU guard, Access

o Lists(PACL/RACL/VACL), SUDI 2099 (Secure Unique Device identifier),Full Industrial Ethernet CIP Ethernet/IP, IEEE 1588 PTP v2 (default and power)?, PROFINET

2 Flexible NetFlow (FNF), MACsec 128

=)

é’ TSN Frame-Preemption* (802.3br, 802.1QBu) Redundancy Resilient Ethernet Protocol (REP) ring, PROFINET-Multi Ring Protocol (MRP),
REP Negotiated, Fast REP,REP Autodiscovery, REP ZTP Suppor, Parallel
redundancy protocol (PRP)%, PTP over PRP, High-Availability Seamless

Utility Dying gasp, SCADA protocol classification — GOOSE messaging, MODBUS Redundancy (HSR-SAN) 3, Device Level Ring (DLR)?, HSR-PRP Dual Redbox®
TCP/IP
Automation YANG, NETCONF, RESTCONF
Industrial Layer 2 switching with 1:1 switch Network Address Translation (L2NAT) for
Management uplink ports 10x Container (Native Docker), Cyber Vision, Secure Equipment Access*,
ThousandEyes*
N

()]

80 ~

B Layer 3 Routing OSPF (IPv4 and IPv6), BGP (v4 and v6), ISIS (v4 and v6), RIP (v1 and v2), Security MACsec-256, SGT/SGACL, Cisco TrustSec

% EIGRP (v4 and v6), Policy based

S routing (PBR), VRRP (v4 and v6), HSRP (v4 and v6), BFD Echo Mode for Fabric Cisco SDA fabric edge*, BGP-EVPN leaf node*

© OSPFv3

< <

7

| -

() Virtualization Vrf-lite, VRF-Aware SGT IP Multicast PIM sparse mode (PIM-SM), PIM dense mode (PIM-DM), MSDP, Multicast

= routing BSR (IPv4/IPv6), Auto RP (IPv4), Embedded RP (IPv6)

)

)] N—

=2

1. Parallel Redundancy Protocol (PRP) is available on IE3505 base switch on select ports only (Gigl/1 - Gig1/4). Single instance of PRP is supported.
: 2.IEM-3500-4MU expansion module does not support PTP.
well connected

3. Supported on IE3505 only
* |[E3500 is hardware ready to support this feature in the future. The feature will be available via software upgrade after in a later 10S-XE release
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