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Your Trusted Partner in Automation

Moxa is a leading provider of edge connectivity, industrial computing, and network infrastructure solutions
for enabling connectivity for the Industrial Internet of Things (lloT). With over 30 years of industry
experience, Moxa has connected more than 65 million devices worldwide and has a distribution and
service network that reaches customers in more than 80 countries. Moxa delivers lasting business value by
empowering industries with reliable networks and sincere service. Information about Moxa’s solutions is

available at www.moxa.com.
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Secure Your Industrial Networks
With OT-IT Integrated Security
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Secure Your Industrial Network

With OT/IT Integrated Securit
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With cyberattacks targeting more and more industrial networks, it is crucial to identify and mitigate system vulnerabilities
before these weaknesses are exploited by those who intend to do harm. There are two directions you can take to enhance
network security. One is to ensure that your industrial networks have a secure foundation-secure network infrastructure,
which allows authorized traffic to flow to the correct places. Alternatively, you can identify critical assets and give them
layered protection such as an industrial IPS or whitelisting control.

+ CSRT

+ Industrial-grade
reliability

Secure Network Infrastructure Industrial Cybersecurity Solution

= Network management = Security management

= Network access control = Network segmentation

m Secure remote access
m Data encryption

= |ndustrial IPS/IDS
= Whitelisting Control

The solutions help you

p Secure Network Infrastructure Now Available

Unite Industrial
Network
and Security

Integrate OT/IT
Perspectives on
Network Protection

Building reliable and secure networks to maintain your business operations
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» Industrial Cybersecurity Solution Roll out starting from April 2020
Protecting your critical assets with tailor-made OT cybersecurity technologies

IEC-G102-BP IEF-G9010 Series
Series Industrial Next-
Industrial generation Firewall
IPS/IDS

(4

Detect and Mitigate
Cyberthreats for
System Integrity

£

MXview Series
Industrial Network
Management Software

Security Dashboard

Console
Security Management
Software

SECURED BY g nte%\gg%pe

How Moxa's Industrial IPS Works

Industrial IPS/IDS protects your
critical assets from cyberthreats

Moxa’s industrial IPS (Intrusion Prevention System) features our
OT-centric Deep Packet Inspection technology, enhances IT
network security visibility, and ultimately helps mitigate risks and
protect industrial networks from security threats. Deep Packet

Hydra Attack
Inspection can identify multiple industrial protocols and allow or WannaCry
block specific functions, such as read or write access. Based on g

SCADA Attack

the identified protocol, the industrial IPS can then prevent any -
unauthorized protocols or functions. This way,
you can be more confident that the traffic on your E E
industrial networks is trusted and non-malicious. 3

RDP Attack

Watch the video to learn more. E

SCADA Server/HMI
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